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EDITORIAL
THE INFORMATION AGE
TOWARDS THE FOURTH INDUSTRIAL 
REVOLUTION
With total digitalisation, our civilisation is approaching 
the Fourth Industrial Revolution.
In Greek mythology, Prometheus has already shown 
the way. By stealing the sacred fire of Olympus from 
Hephaestus’ forge, and giving it to men, Prometheus 
paved the way to the development of human civilisation 
through the mastery of technology. By mastering fire 
first, humans were able to move on to metallurgy and, 
with metal tools, they developed agriculture.
The First Industrial Revolution arrived in Europe in 
the late 18th century, brought on by steam and coal 
technologies. In the mid-19th century, the Second 
Industrial Revolution introduced the world to the 
wonders of electricity. And since the end of the 20th 
century, the increasing development of electronics 
and information technologies has enabled the 
Third Industrial Revolution to take its course. Today, 
unprecedented waves are about to break on the 
shores of humanity.
The Fourth Industrial Revolution is coming. Exponential 
acceleration and the fusion of technologies are 
pushing our society towards new disruptive business 
models. The Fourth Industrial Revolution will be a 
real tsunami of parallel technological revolutions: 
information technology, robotics, cognitive sciences, 
biotechnology, nanotechnology, and so on.
A new era has begun.

EUROPEAN DIGITAL ECO-SYSTEM 
BUILT ON TRUST
While Prometheus certainly paved the way, he also 
provoked the wrath of the gods. Zeus chained him 
to a rock in the Caucasus. And henceforth every day 
an eagle devoured his liver. The current Promethean 
digital dream could end up overreaching as well (the 
Greek concept of hubris) and ultimately become a 
nightmare for men.
Has not Technology already become an autonomous 
system guiding the world? This technological 
hegemony is still in its infancy. Future generations will 
inherit the consequences of our current actions, be 
they positive or negative, planned or unforeseen, like 
the potential fusion of man and machine. Technological 
ideology will profoundly change our social, economic, 
cultural, ethical, philosophical and human models.
Trust is the key to digital development. EBRC - the 
European Business Reliance Centre - a key digital 
player, is aware of these issues and of its social 
responsibility. EBRC’s mission is to support its clients, 
partners and stakeholders in this new information 
age, this digital revolution fraught with uncertainties, 
ripe with tremendous opportunities but flanked  
by increasing threats.
To cope with these uncertainties, use the opportunities, 
and counter the threats, it is vital and critical to become 
aware of two inseparable facets of this digital revolution.
We wish to contribute to building this digital ecosystem 
of trust together, through our own mission, which is 
to become “a European centre of excellence in the 
management of sensitive information”.

Yves Reding
CEO, EBRC
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EXPONENTIAL GLOBAL
DIGITALISATION

In a context of increasing digitalisation which affects the life of each and every 
European citizen and all sectors of the economy, from finance to automotive 
industry, or agriculture and energy, we are witnessing a profound transformation, 
one might even say radical redefinition, of most jobs and business models. 
Many opportunities of value creation arise, and give rise to new industries and 
services.

On the “headsˮ side, digital technologies could dramatically improve the human 
condition. But in the framework of this unbridled digitalisation and its disruptive 
nature, we also need to assess the new risks associated with it: compromised 
confidentiality, security vulnerabilities, cyberattacks, and challenges to 
information integrity.

On the “tailsˮ side, the exponential digitalisation now underway calls for greater 
regulation at the European or even global level, to defuse cybersecurity risks in 
the short term, protect values of citizenship and human rights in the long term, 
and ensure the very survival of our human civilisation.

Global Digitalisation

Trust is 
the key  

to digital
development.

Digital needs Trust : Building a Trusted digital ecosystem together
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THE PHYSICAL BECOMES DIGITAL
As business models change, so do our own habits 
and the tools of our everyday lives: what was physical 
becomes extensively digital. One of the most telling 
examples is an industry that is undergoing an  
in-depth transformation and a real paradigm shift: the 
automotive industry. What was once purely physical 
and mechanic is becoming unstoppably digital. The 
car of the future will be entirely connected to the 
Cloud and will permanently interact with the world 
and the services around it. If this link is cut, it will be 
unable to function. Connectivity and autonomous 
mobility are reshaping the automobile landscape and 
affecting many industries. This is particularly true for 
the concept of smart cities. It is an idea that is under 
rapid development due to the increasing challenges of 
urbanisation and its consequences, such as energy 
management (anticipation of needs, and the reduction 
of the carbon footprint, etc.), improved mobility, less 
traffic, and many more.

THE END OF WORLD HUNGER
The explosive growth of the global population is ongoing : 
we now number 7.5 billion people on our planet. In 2050 
we will be 10 billion. Humanity must find new solutions 
to feed itself while containing global warming, a real 
priority recently highlighted by the ratification of the 
Paris Agreement by most countries after the COP21 
Climate Change Conference. Agriculture in particular 
will have to meet the growing nutritional needs of the 
Earth’s inhabitants while countering the consequences 
of greenhouse gas emissions, a by-product of the 
search for higher crop yields. According to a study 
published on August 15, 2017 in the Proceedings of the 
American Academy of Sciences, “each degree Celsius 
increase in global mean temperature is estimated to 
reduce average global yields of wheat by six percent”. 
More intelligent use of data will allow us to optimise our 
use of arable land, and adapt cultures to available soils 
and water supply, in order to ensure we can produce 
enough food for the additional 2.5 billion people on 
Earth.

THE AUTOMATION OF FINANCIAL 
TRANSACTIONS
What about the financial world, where the digital 
revolution is in full swing, and which is currently 
experiencing a crucial phase in its history? How can 
banks respond to the need for flexibility and freedom 
that new generations aspire to, a need that is already 
being met by numerous start-ups who have made 
data mining their core business model? Banks and 
institutions are experiencing a real paradigm shift. 
The client has become an independent player whose 
needs have to be understood. Asian banks already use 
humanoid robots to take care of customer relations. 
They offer services with a new digital experience. 
Similarly, artificial intelligence and chatbots are 
becoming more appealing to banks. These virtual 
assistants can help advisors process client requests 
and perform various administrative tasks.

THE DIGITALISATION SAVES LIVES
In healthcare, artificial intelligence has already made it 
possible to diagnose medical conditions based on the 
analysis of vast amounts of data – an impossible task 
for humans – in a further move towards personalised 
medicine. The benefits to patients are obvious: better 
prevention, anticipation and less invasive procedures, 
the goal being to remain in good health for longer. 
Data can save even more lives, create more accurate 
diagnoses and help select the best treatments for each 
individual patient. Neurosurgeons already let robots 
handle tasks that cannot be reliably taken care of by 
humans, such as the removal of brain tumours.

DIGITALISATION, THE “HEADSˮ SIDE:
OPPORTUNITIES WITH GLOBAL SCOPE

Global Digitalisation

Digital needs Trust : Building a Trusted digital ecosystem together
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THE ROBOT AS AN ASSISTANT JOURNALIST, 
LAWYER OR POLICEMAN
Other jobs are already robot-assisted and will eventually 
be replaced by digital workers. This is already the 
case in the media, which increasingly employ robot 
journalists. Lawyers are also in the crosshairs of digital 
disruption, with algorithms now capable of analysing 
files and developing defence strategies. Will robots 
soon plead cases in our courts? In the United States, 
the police in 60 cities already use “predictive policingˮ 
algorithms in order to predict potential hotspots of 
crime using aggregated data from multiple sources. 
The patrols thus have a head start on criminals and can 
optimise how they use available resources by focusing 
on more precise objectives. In Durham, in the North 
East of England, local police decide whether a suspect 
can be released with or without risk using an artificial 
intelligence tool called HART (Harm Assessment Risk 
Tool).

AN EXPLOSION OF DATA
Large-scale automation makes it possible to intensify 
the monitoring of activity and extend its scope to new 
dimensions, thus generating increasingly large sets 
of data which then have to be stored, organised and 
classified. This is necessary to make the data coherent 
and prepare it for analysis so that the algorithms can 
make it talk. 

In one of its latest studies, IDC, a global player in IT 
and telecommunications market research, estimates 
that the share of data produced by embedded 
systems like M2M (Machine-to-Machine) and the IoT 
(Internet of Things) should generate 25% of all data 
created worldwide in 2025. The amount of data that is 
processed, stored and accessible via Data Centres or 
the public Cloud will be multiplied by 10 between 2016 
and 2025.

THE DIGITAL REVOLUTIONISES HUMAN
CIVILISATION
The world is digitalising at full throttle. The virtual world 
is slowly but surely interfering into the physical world, 
with ever-increasing scope. Disruption is everywhere. 
Algorithms and artificial intelligence, which are currently 
driven by the deep learning of neural networks, are 
achieving ever more surprising feats, ranging from 
the most complex strategy games like Go to facial 
recognition and – in the near future – the identification 
of human feelings.
Digitalisation is generating huge opportunities that, 
according to some Silicon Valley gurus, may even 
enable humans to realise their ultimate fantasy: 
immortality.
However, unbridled and unregulated digitalisation 
also carries significant short-term risks related to 
cybersecurity that in the long term could become 
existential threats to humanity.

Global Digitalisation

Digital needs Trust : Building a Trusted digital ecosystem together
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DIGITIALISATION, THE “TAILSˮ SIDE: 
INCREASING THREATS

PRIVACY PROTECTION
In 2013, Dave Eggers, a Silicon Valley native, published 
his dystopian novel “The Circle .ˮ It depicts the unified 
Internet company “TruYou”. In his novel, which is about 
the dictatorship that can grow out of social networks, 
the law of absolute transparency, the abolition of 
anonymity and privacy are centrepieces of a new world 
order. The three core principles of “The Circle” are : 
“Secrets are Lies, Privacy is Theft, Sharing is Caring .ˮ 
The planet and individuals are covered in cameras 
and sensors that record everything and immediately 
upload it. Keeping feelings, experiences or visualised 
facts to oneself is condemned as being tantamount to 
stealing from the community. It is forbidden to delete 
anything, and the right to be forgotten does not exist. 
All piece of information is eternal.
In the wake of its publication, many question the impact 
of these technologies and the risk of ending up with 
a society as envisioned by George Orwell in “1984 ,ˮ 
which was published in 1949, or by Aldous Huxley in 
his short story “Brave New World ,ˮ published in 1932.
The ever-faster acceleration of this Fourth Industrial 
Revolution brings us every day a step closer to these 
challenges to our human, social and legal organisations.
The European authorities have had the courage to 
enact the new General Data Protection Regulation 
(GDPR) precisely to prevent the use of personal data 
without regard to the fundamental rights of every 
individual. Since its entry into force on May 24, 2016, 
it has been instrumental in putting the citizens back 
into the centre of the digital world and keeping them 
from becoming a trivial tradable commodity. Every 
company holding data on a European citizen will have 
to comply with it by May 25, 2018. It is a real paradigm 
shift in terms of personal data protection.

ALGORITHMS AND ARTIFICIAL INTELLIGENCE
Regarding the frenzied development of algorithms, 
Elon Musk (Tesla, SpaceX) said in mid-July 2017 
during a conference in front of United States governors 
that “artificial intelligence is a fundamental risk to the 
existence of our civilisation .ˮ He is in favour of the 
preventive regulation of artificial intelligence, due to 
risks such as “robots killing people in the streetˮ or 
“triggering wars by manipulating information .ˮ
Three years earlier, on December 2, 2014, the 
famous physicist Stephen Hawking declared in a 
BBC interview that “the development of full artificial 
intelligence (AI) could spell the end of the human race. 
It would take off on its own, and re-design itself at an 
ever-increasing rate [...] while humans, who are limited 
by slow biological evolution, couldn’t compete, and 
would be superseded.ˮ
Similarly, in February 2015, Oxford University’s Global 
Challenges Foundation noted in its report on “Twelve 
Risks that Threaten Human Civilisationˮ that the 
development of “super-intelligentˮ AI could cause a 
collapse of the economy or civilisation, or even bring 
about the extinction of humanity.
To date, no significant regulation to prevent these 
major risks exists.
There are, however, good news and new initiatives.  
On February 16, 2017, the European Parliament 
adopted a report seeking to introduce new civil laws 
into robotics. The initiative was presented by the 
Luxembourg MEP Mady Delvaux. In their report, 
MEPs call on the European Commission to propose 
rules for robotics and artificial intelligence that enable 
the full exploitation of their economic potential while 
guaranteeing a certain standard of safety and security.

Global Digitalisation
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CYBERSECURITY RISKS
While the disruptive nature of digitalisation is affecting 
all levels of our societies and organisations, it is still 
possible to implement safeguards against these 
threats. Like both sides of a coin, the “headsˮ side of
digitalisation is creating considerable opportunities 
for our social, political, cultural and economic 
organisations, but it is joined by a “tailsˮ side of new risks 
carried by this technology that are difficult to control. 
The “tailsˮ side of the coin has to be approached with 
continuously evolving countermeasures to protect our 
organisations. The development of our civilisation, like 
the development of our companies, requires trust. The 
new “black goldˮ that is data requires strong protection. 
Increasing digitalisation can only be achieved by taking 
into account the cybersecurity risks it brings with it. At 
the global level, cybersecurity is not just a technological 
problem, it is first and foremost about data governance.
Recent attacks, like the one in April 2017 and the 
security flaws exploited by WannaCry bear witness 
to this fact. Similarly, in May 2017, British Airways 
had all of its flights cancelled following the failure of 
a Data Centre. A seemingly trivial problem had major 
consequences and left thousands of passengers 
stranded in airports. This brought companies to a 
standstill and in turn displeased their clients, as the 
effects of the problem spread from one company to 
another at the speed of light.
All of this chaos has a major economic and human 
impact. The absence of a resilient defence mechanism 
had irreparable and immediate consequences. On the 
economic side, the European cybersecurity agency, 
ENISA, estimates the average cost of cyberattacks 
to be around €122,000/year, and that of denial of 
service attacks (DDoS) at €108,000/year. As far as 
IT outsourcing is concerned, fixing vulnerabilities is 
becoming an ever more important part of the skillset 
of teams. According to a study published by Flexera 
Software in March 2017, 17,147 flaws were identified 
and corrected in 2,136 applications in 2016. Security 
and outsourcing are like two sides of the same coin. 
Companies using IT services need to review how 
they select their partners and integrate security as an 
intrinsic factor in the service layers they operate.

THE PHYSICAL VERSUS  
THE VIRTUAL WORLD
For more than 200,000 years, humans have been 
creating protective devices, from walls to increasingly 
sophisticated fortresses. Homo Sapiens integrated 
the concept of protection into his visual and physical 
environment. Is cyberspace innately incomprehensible 
to humans, like the atom and nuclear radiation?  
The body of man, shaped by the laws of evolution, 
made him an apex predator on Earth. Since his distant 
ancestor, the Toumai hominid, last walked the Earth, 
his body allowed him to survive for 7 million years 
and is yet devoid of any Darwinian meaning when it 
comes to approaching the protection of digital data. 
For millennia, our ancestors had constantly been 
anticipating and dealing with threats. They were able to 
protect themselves by designing shields and physical 
walls, thus continuing to evolve in a tangible world of 
proximity. Today, Homo Sapiens casts himself into 
an abstract, digital world where threats are invisible 
to the naked eye and thus difficult to anticipate and 
prevent. Cyberthreats are by definition immaterial and 
virtual: they have no scent, no texture or colour and 
thus remain invisible to our physical, tangible frame 
of reference. Some particularly complex attacks are 
quite unimaginable to ordinary people. Attacks are 
now carried out at the speed of light, from any point 
on the planet, based on more and more sophisticated 
strategies.
Similarly, the stakes in the artificial intelligence game 
are immaterial. The world of algorithms unfortunately 
remains difficult to understand for non-experts. 
Because he was not endowed with an innate sense for 
the digital, Homo Sapiens now faces a major challenge: 
taming, controlling, regulating and protecting this digital 
world to ensure it remains his loyal servant and does 
not overthrow its master.

Global Digitalisation
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Global threats

In 2015, 81% of French companies 
were targeted by a cyberattack.

In 2016, the number  
of ransomware attacks increased 
by 752% (Trend Micro).

A strong impact on companies
A global cyberattack could cause as much 
damage as hurricane Katrina, or about 
$120 billion.

A data breach costs on average  
$3.62 million (IBM, June 2017).

A cultural change

35% of cybersecurity incidents 
are caused by employees.

Only 33% of Millennials use secure 
passwords, while the percentage 
among older people is 53%.

And increased awareness

90 % of the victims of digital intrusion later
reinforce their security (Cisco).

In China, 92% of users have security 
solutions installed on all their connected 
devices. In Sweden, only 48% do 
(Kaspersky).

Growing opportunities

The cybersecurity market grew by 7.9% 
from 2015 to 2016 to reach $81 billion 
(Gartner). It could reach $120 billion  
in 2017 (Cybersecurity Ventures)

Cybersecurity start-ups are investing 
heavily and growing quickly: in May 2017, 
CrowdStrike raised $100 million,  
as Cylance did the year before.

Global Digitalisation

Digital needs Trust : Building a Trusted digital ecosystem together
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THE DIGITAL SINGLE MARKET  
IS BUILT ON TRUST

The European Commission’s data on the digital economy speaks volumes: in 2015, the digital economy 
represented €272 billion and 1.9% of European GDP. By 2020, it is expected to reach €643 billion and represent 
3.2% of GDP. It will by then provide 7.4 million jobs.
As the European Commission points out, the use of data can improve almost every aspect of everyday life, 
from providing business analysis or weather forecasts to personalising medical care, improving road safety 
and eliminating traffic jams.
Many opportunities will arise in this digital economy that is still under construction. So far, the European 
economy is lagging behind. Yet, Europe was able to build a real ecosystem in the aeronautic industry with 
Airbus. Why could it not do the same in the digital world?
It’s not too late, but we need to act now!

12 | ebrc.com

Source :   L’impact de l’économie numérique », revue Sociétal n°71 (1e trimestre 2011).

ICT PRODUCING SECTORS

NEW ECONOMY

ICT CONSUMING SECTORS

PEOPLE 
AND HOUSEHOLDS

WHAT IS THE DIGITAL ECONOMY?

The digital economy is developing through a global network of economic and social activities enabled by 
platforms like wired and mobile Internet, networks of sensors, and e-commerce. It is the result of innovative 
new technologies and their usage. Its cross-cutting nature implies an impact on all sectors of the economy (see 
diagram below). It also creates new innovative sectors and sometimes overtakes existing ones. Nowadays, 
the digital economy has become a driver of growth, productivity and competitiveness for companies and 
countries.

Digital needs Trust : Building a Trusted digital ecosystem together
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In the current process of globalisation, Europe is a 
key player and constitutes a major point of reference 
facing many global challenges, be they related to 
safeguarding the planet (United Nations Conference 
on Climate Change in Paris in 2015) or the promotion 
of human rights.
With the wisdom of its cultural and historic history 
inherited from Ancient Greece, a foundation it 
developed further using a truly multilateral approach 
based on human values, Europe has quickly become 
aware of the importance of protecting its citizens. 
It anticipates and is firmly rooted in the context of 
digital democracy. For Europe, building a new world 
that harnesses the digital benefits requires a global 
regulatory framework that defines the best level of 
security, availability and confidentiality.
With regard to the values it promotes, including the 
Charter of Fundamental Rights and the protection of its 
citizens, the continent has begun launching a number 
of particularly remarkable initiatives.
European data protection initiatives are setting in 
motion a Copernican revolution that will have a major 
impact on the processing of personal data, not only 
at the European but also at the global level. Europe is 
setting an example and is at the forefront.
The recent General Data Protection Regulation (GDPR) 
is a real game changer that puts the citizen back at 
the heart of the digital economy. This regulation gives 
citizens more transparency, oversight and new rights, 
like the right to be digitally forgotten, regarding the use 
of their data. All of these rights and requirements aim to 
inspire trust in the digital economy and its stakeholders. 
That trust is essential for the development of a single 
market where the digital is one of the main drivers.

The European Union, a continent built on trade that 
now boasts 512 million citizens and consumers, has 
huge economic and commercial weight. The GDPR 
will be a global lodestar. It will push other economic 
and political blocs to align with its standards. Under 
it, the transfer of personal data from the EU to a third 
country is prohibited in principle, unless that country 
has an adequate level of protection of such personal 
data. 

After the entry into force of the GDPR, exchange 
frameworks will be re-evaluated. The Privacy Shield 
agreement that regulates the transfer of personal data 
from the European Union to the United States will for 
example have to be fundamentally revised. The GDPR 
now allows the European Union to set the tone and to 
promote a digital market based on trust, because its 
market is a centrepiece in the international exchange 
of data.

THE FREE MOVEMENT OF DATA, FIFTH 
FUNDAMENTAL FREEDOM OF THE EU
In the second half of the year, Estonia took over the 
Presidency of the Council of the European Union. 
Estonia has developed a sophisticated model for digital 
citizenship. Gaining independence from the USSR 
forced it to rebuild itself, which it did by choosing to 
go fully digital. Now, the country is paving the way for 
the digital society. Becoming an Estonian citizen can 
be done electronically, and Estonia set up the first 
data embassy in the world, located in Luxembourg. 
However, a digital society exposes itself to new risks. 
Cybersecurity has become a central concern for the 
country, just like it has for any business. The country 
has made a lot of progress in this direction, especially 
since it suffered a major cyberattack in 2007 which 
confirmed the need for improved resilience.
In September 2017, the Tallinn Digital Summit brought 
together all European heads of state to discuss the 
digital Europe, its opportunities and its risks. They are 
the inseparable “headsˮ and “stailsˮ sides of the coin.
The main objectives of the summit was to remove any 
obstacles regarding the localisation of non-personal 
data, cross-border exchanges, and to develop clear 
rules for access to data. In short, the goal is to enshrine 
the free movement of non-personal data the fifth 
fundamental freedom of the EU, which thus adds itself 
to the free movement of people, services, goods and 
capital.
Currently the free circulation of non-personal data 
is still inhibited. Several studies report various legal 
or administrative hurdles, including national data 
localisation requirements that hinder or even prevent 
the development of the single EU data market.

COPERNICAN REVOLUTION:
THE GENERAL DATA PROTECTION REGULATION

DIGITAL EUROPE: THE “HEADSˮ SIDE

Digital needs Trust : Building a Trusted digital ecosystem together

The digital single market is built on Trust
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In order to promote that single digital market, Europe 
has decided to challenge the arguments of some 
countries that still oppose the free movement of non-
personal data, sometimes for unjustified reasons. The 
Commission has taken up the matter and concludes 
that there is great potential for making better use of 
data. With the exception of public security matters, 
restrictions are no longer necessary. According to a 
study by the European Centre for International Political 
Economy (ECIPE), the removal of obstacles like the 
obligatory localisation of national data could generate 
up to €8 billion in additional GDP per year. Business 
organisations including BusinessEurope are talking 
about a 3% higher European GDP by 2020.
For example, in France, there is currently a binding rule 
based on which data of public administration must be 
stored and processed on French soil. This regulation is 
currently justified by the argument that the data needs 
to remain confidential and available.
According to Commissioner Andrus Ansip, Vice-
President in charge of the Single Digital Market, “Data 
should be able to flow freely between locations, across 
borders and within a single data space. In Europe, data 
flow and data access are often held up by localisation 
rules or other technical and legal barriers. If we want 
our data economy to produce growth and jobs, data 
needs to be used. But to be used, it also needs to be 
available and analysed. We need a coordinated and 
pan-European approach to make the most of data 
opportunities, building on strong EU rules to protect 
personal data and privacy.ˮ

Subsequently, this concerns both machines and more 
especially the booming market of Internet of Things. 
All the devices surrounding us in our everyday lives, 
including vacuum cleaners, TVs, refrigerators or cars, 
generate data. That data could be more accessible, 
exchanged between the companies and professionals 
to improve the services and daily lives of users. 
However, some questions remain unanswered, notably 
when it comes to responsibility.
The European digital economy will be boosted by data 
portability and interoperability, as well as increased 
accountability and the creation of an environment for 
experiments and testing.
The regulation on the free flow of non-personal data, 
along with the GDPR focusing on personal data, aim 
at creating a coherent European digital space, which is 
a key element of the strategy behind the Single Digital 
Market.

The digital single market is built on Trust

The free flow of data must become
the fifth fundamental freedom of the European Union.

Digital needs Trust : Building a Trusted digital ecosystem together
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In his State of the Union Address in September 2017, 
President Jean-Claude Juncker assured:
“In the past three years, we have made progress in 
keeping Europeans safe online. But Europe is still not 
well equipped when it comes to cyber-attacks. This is 
why, today, the Commission is proposing new tools, 
including a European Cybersecurity Agency, to help 
defend us against such attacks.”
“Europeans place great trust in digital technologies. 
They open up new opportunities for citizens to 
connect, facilitate the dissemination of information and 
form the backbone of Europe’s economy. However, 
they have also brought about new risks as non-state 
and state actors increasingly try to steal data, commit 
fraud or even destabilise governments”, according to 
the European Commission (State of the Union 2017).
To give Europe the right tools to deal with cyberattacks, 
the European Commission has proposed a wide range 
of measures to enhance cybersecurity. “This includes 
a proposal for an EU Cybersecurity Agency to assist 
Member States in dealing with cyber-attacks, as well 
as a new European certification scheme that will 
ensure that products and services in the digital world 
are safe to use.”
Federica Mogherini, the High Representative and Vice-
President of the Commission, announced:
“The EU will pursue an international cyber policy 
promoting an open, free and secure cyberspace as 
well as support efforts to develop norms of responsible 
state behaviour, apply international law and confidence 
building measures in cybersecurity.”

AN ENHANCED EUROPEAN CYBERSECURITY 
AGENCY: ENISA
As shown by the enormous number of amendments 
– never have there been as many for a single piece 
of legislation – the GDPR will impact all areas of 
electronic communications, e-government, cross-
border e-commerce, and more.
Cybersecurity is a central concern and must be 
strengthened on the Old Continent. In this digital 
environment ruled by new regulations, the role of 
ENISA and its powers within member states will be 
reinforced.

WHAT IS ENISA?
ENISA, the European Union Agency for Network 
and Information Security, is working to develop 
a culture of network information security 
throughout the Union, in collaboration with 
national authorities and European institutions. 
Its mission is to ensure a high level of network 
and information security. 

It acts in different ways by:
•  Providing expert advice on network  

and information security to national 
authorities and European institutions

• Promoting the exchange of best practices
•  Facilitating contacts between (national  

and European) institutions and companies

THE CONSTRUCTION OF DIGITAL 
EUROPE: THE “TAILSˮ SIDE

The digital single market is built on Trust

Digital needs Trust : Building a Trusted digital ecosystem together
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WHAT IS A CERT?
Also known as Computer Security Incident 
Response Team (CSIRT), the Computer 
Emergency Response Team (CERT) is a skill-
based centre that is responsible for alerting 
about and responding to cyberattacks. It 
aggregates requests for assistance following 
security incidents, processes alerts, creates and 
maintains a vulnerability database, disseminates 
information on the precautions to take to minimise 
risk, and coordinates with other entities such as 
network competence centres, operators and 
ISPs as well as national and international CSIRTs. 
In short, it accumulates know-how for maximum 
responsiveness and preparation. 

WHAT IS A SOC?
The Security Operations Centre is an information 
system monitoring device that aims to detect and 
analyse incidents, as well as to develop incident 
response strategy. Its experts continuously 
analyse events reported by the system and 
identify potential cybersecurity risks. 
Its main purpose is to ensure continuous 24/7 
monitoring of the information system.

THE EUROPEAN NIS DIRECTIVE
The European Union’s Security of Network and 
Information Systems (NIS) Directive, approved by the 
European Parliament on July 6, 2016, is intended to 
strengthen cybersecurity and realise the vision of the 
European Union.
Service providers, online market places, search engines 
and cloud services will be subject to new security 
and incident notification requirements by May 2018 at 
the latest. Its goal? To ensure a high common level of 
network and information system security in the European 
Union. And because security comes with trust, the 
latter will also be strengthened by this directive, which 
will establish an international network of CSIRTs/CERTs 
(Computer Security Incident Response Teams/Computer 
Emergency Response Teams). The aim is to help build 
trust between Member States and to promote rapid 
and effective operational cooperation. To this end, the 
network should be composed of CSIRT representatives 
from Member States and the EU CERT. The Commission 
will participate as an observer, while ENISA will provide 
secretarial services and actively support cooperation 
between CSIRTs.

ESSENTIAL SERVICE OPERATORS
In addition, EU legislation defines safety and monitoring 
requirements for operators of essential services. These 
operators are considered critical if the delivered service is 
essential for the functioning of society and the economy, 
meaning that an incident could have significant disruptive 
effects on the provision of the service.
Operators of essential services include companies from 
sectors such as energy, transportation, health, banking, 
drinking water or digital services.
Among digital service operators, prime examples are 
online markets, search engines and Cloud services. 
These operators will have to take measures to ensure 
the security of their infrastructures, and they will have to 
report major incidents to national authorities.
 

Are you ready for the next cyber crisis?
The Cyber Europe 2016 exercise simulated a massive attack  

on Cloud and Internet service providers.

The digital single market is built on Trust
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In a Europe striving to create a single digital market, European companies are trying 
to compete against hegemonic Web giants. 

In the absence of a digital industry, “digital Europe is lagging behind .ˮ On September 1, 
2016, at the European Alpbach Forum in Austria, European Commissioner Günther 
Oettinger estimated that Europe needed to invest between €600 and €700 billion in 
digital infrastructure to catch up with the United States and China. 

How can we stand out and create a European digital ecosystem based on European 
values? 

How can we support companies in this digital revolution, while taking into account 
social responsibility, by integrating the “headsˮ and “tailsˮ sides of this transformation? 

How can we ensure that the digital economy develops with confidence, while 
controlling the exponential increase in cyber risks? 

HOW CAN WE MEET THE 
DIGITAL CHALLENGE? 

18 | ebrc.com
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AN ESSENTIAL EUROPEAN DIGITAL  
ECO-SYSTEM 
Today the majority of players in Europe’s digital sector 
are not very powerful compared to the global Web 
giants. Yet Europe is made up of a digital ecosystem and 
extraordinarily rich and diversified skills. The European 
Union now represents the potential of more than 500 
million customers and users of digital services. 
Europe is a key player in the Fourth Industrial Revolution 
now underway. 

RESPECT FOR HUMAN DIGNITY 
Europe can and will impose its humanist standards and 
values, and the respect of human rights. 
The European General Data Protection Regulation for 
example, which will come into force in May 2018, will 
become, de facto, a global standard for the exchange 
of personal data. 
Wanting to reaffirm some key European values, Jean-
Claude Juncker, President of the European Commission, 
reminded the European Parliament on September 14, 
2016 of the importance of the right to privacy and the 
protection of the citizen’s personal data : 
“Europeans do not like drones overhead recording their 
every move, or companies stockpiling their every mouse 
click. (...) Because in Europe, privacy matters. This is a 
question of human dignity.ˮ  

FAIR COMPETITION : LEVEL PLAYING FIELD
In the new digital economy, the principle of the “winner 
takes allˮ is more and more relevant. The winner indeed 
often takes over the entire market. This principle leads 
to the creation of durable monopolies with increasing 
power. This power can be great enough for the 
dominant player to define the rules of the game and 
change them unilaterally in its own interest. 
In order to keep the ecosystem diversified and 
sustainable, it is vital that the European Union ensures 
that the rules are fair and equal everywhere, in the 
interest of the user, the citizen, the client and the public 
as a whole. 
The Tallinn European Digital Summit of September 29, 
2017 enshrined the principle of fairer transparency to 
motivate Internet platforms to increase transparency 
while encouraging whistle-blowers to expose cases of 
economic aggression. 

SUPPORTING DISRUPTIVE INNOVATION 
AT A EUROPEAN LEVEL 
Similarly, Europe must support digital innovation. 
Emmanuel Macron, President of France, used the 
Digital Summit in Tallinn to call for the creation of  
a new European Agency for Disruptive Innovation to 
“put Europe in the driving seat of innovation and not just 
let it follow othersˮ and to encourage the emergence of 
European digital champions. 
The Tallinn summit led to the decision to adopt  
a common policy for transformation and investment 
aimed at promoting a single market and the financing of 
disruptive innovation (artificial intelligence, blockchain, 
autonomous vehicles, etc.). 

How can we meet the digital challenge? 

WHAT IS BLOCKCHAIN TECHNOLOGY? 
Blockchain is a technology that can store and transmit information transparently, securely and without a 
central authority. It is similar to a database, containing an entire history of all transactions and exchanges 
made since its creation. It can be used for the transfer of assets, to automatically execute contracts, or 
to ensure the traceability of assets and products. 

Digital needs Trust : Building a Trusted digital ecosystem together
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A SUPPORTING DIGITAL SPACE
Similarly, with regard to the coming digital revolution, 
the Tallinn Summit led to improved funding for common 
assets to enable public authorities to fight digital 
fragmentation through early and continuous training. 
“We need to promote the digital transition without 
side-lining millions of people.ˮ  (Emmanuel Macron, 
President of the French Republic). 

A DIGITAL SPACE 
THAT PROTECTS CITIZENS 
It is essential to empower users in order to open the 
digital European economy to innovation and to let 
every citizen benefits from it. 
Estonia is one of the European champions of the 
digital and e-governance, i.e. paperless administration. 
Estonia, among other things, offers an e-resident 
status. For Estonia, the digital world is inseparable 
from the concept of cybersecurity. The country has 
therefore developed the concept of “digital hygieneˮ 
for all. Because the digital world carries risks, it 
is vital that every user adopts secure behaviour.  
The best practices in this area are based on reflexes 
and common sense (password management, avoiding 
clicks on certain links, setting up firewalls and antivirus 
software, discretion). Citizens need to understand 
how to ensure their own security and to prevent the 
accidental or malicious disclosure of their personal 
information to third parties. It is  essential to educate 
them and make them aware of  these risks. 
“Data and cybersecurity are of crucial importance 
to ensure the public trust and proper functioning of 
services, said the Estonian Prime Minister Jüri Ratas 
in July 2017. This is also part of what we call everyday 
digital hygiene in our ever more digitalised societies.ˮ  
He added, in a statement published after signing an 
agreement with his Luxembourgish counterpart Xavier 
Bettel on the implementation of an e-embassy in 
Luxembourg : “Only better cybersecurity can ensure 
a smooth cross-border flow of not only goods, people, 
services, and capital but also data.” 
Basic measures of digital hygiene could prevent 90% 
of cyberattacks.

A CYBER-SCHENGEN? 
The European Commission estimates that if the 
European Union were unable to push back against 
cybersecurity challenges, the European economy 
could suffer losses amounting to € 640 billion. 
A global cyberattack could cause as much damage as 
hurricane Katrina did, about $120 billion. 
In 2016, about 4,000 cyberattacks were detected 
every day throughout the European Union. 
The targets of these cyberattacks are both individual 
users and companies, international or national 
institutions, and strategic infrastructures such as 
operators of essential services. 2016 and 2017 
have shown that even democratic elections can be 
influenced by malicious acts in cyberspace. 
To fight cyberthreats effectively, the individual 
capacities of each country or company are no longer 
enough. Only a coordinated response and the pooling 
of resources can enable us to respond effectively. 
At the Digital European Summit in Tallinn, the President 
of Lithuania, Dalia Grybauskaitė, called for the creation 
of a European Cyber-Schengen. Cybersecurity has to 
become a core component of the European Union’s 
security and defence policy, through the creation of 
rapid response teams to strengthen defence, ensure 
prevention and provide effective and efficient responses 
to cyberattacks. 

How can we meet the digital challenge? 

The use of a CERT  
and a SOC are basic  

measures of digital hygiene 
for a company. 
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EBRC, the European digital partner 

EBRC - European Business Reliance Centre – vision’s 
is to be “a European centre of excellence and trust in 
the management of sensitive information .ˮ Its mission 
is to support its clients and partners in the ongoing 
digital revolution and enable them to move forward 
with confidence. 
In this new information age, EBRC supports its clients 
with an offer taking into account both sides : 
•  The “headsˮ side, agility and innovation, to help them 

accelerate the development and digital transformation 
of their activities ; 

•  The “tails” side : the protection and security of their 
data. 

As a European digital player, it fully aligns with the 
European vision of the digital market now under 
construction. 
And as a socially responsible company, EBRC is aware 
of the long and short-term challenges of the ongoing 
digital revolution. 

PROTECTION GOES HAND IN HAND 
WITH THE DIGITAL TRANSFORMATION
Throughout the value chain, EBRC supports companies 
and helps them develop and secure their services. 
EBRC now supports nearly 500 international clients  
in the ongoing digital revolution. 
This support mainly aims to: 
 • Protect: EBRC hosts its clients’ applications in Data 
Centres of the highest level of availability, Tier IV. EBRC 
is the only service company in the world to have three 
fault-tolerant Data Centres, with more than 15,000 m2 
of IT rooms with Tier IV Design and Constructed Facility 
certification from the Uptime Institute. 
• Secure: EBRC provides its clients with comprehensive 
security services. EBRC offers operational security 
management services through a SOC - Security 
Operations Centre - managing the security and 
defence perimeters of its clients around the clock, 365 
days a year, as well as through a CERT - Computer 
Emergency Response Team - providing preventive 
security and rapid response capabilities in case of an 
attack or detection of malware or security breaches.

• Advise on protection: EBRC can support its 
clients with respect to all of their operational risks.  
At the same time, EBRC fully covers the governance 
and compliance aspects (risk management policy, 
business impact analysis, security policies, audits, 
CISO-as-a-service, testing and continuity plans) 
as well as the technical side. EBRC has advanced 
teams with much experience in detection and audit 
of vulnerabilities, prevention of security risks, and 
remediation. 
EBRC participated in the Cyber Europe 2016 exercise 
organised by ENISA.

A PARTNER IN THE DIGITAL TRANSFORMATION 
In addition, EBRC supports its clients in their efforts to 
adapt to the markets and helps them rapidly deploy 
new innovative solutions.  
• Accelerate: EBRC makes its teams available to help 
clients launch, design and operate new activities in 
order to gain a competitive advantage and increase 
market share. EBRC supports both large companies 
and start-ups. 
For example, EBRC partnered with a neo-bank – 
launched by an established multinational bank – with 
20 million potential users to help it launch innovative 
financial services. 
EBRC also supported the e-Santé agency in setting 
up and operating the online electronic care records 
for 2 million patients (nationals, cross-border workers, 
expatriates and their families). 
• Innovate: EBRC provides its clients with its know-
how in digital innovation. 
EBRC helped for instance more than forty FinTechs 
launch and develop their activity. 
• Advise: EBRC has a consulting team able to support 
its clients in their digital transformation project. 
With the aim of continuous improvement and increased 
competitiveness, the same team is leading service 
outsourcing projects, particularly in the financial sector.

EBRC, THE EUROPEAN DIGITAL PARTNER 
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The digital revolution is unavoidable and cannot be 
stopped. Technology has become quasi autonomous 
and will radically disrupt our civilisation. The Fourth 
Industrial Revolution is inevitable. This digital revolution 
creates increasing uncertainties for all players. 
Disruption is everywhere and can jeopardise existing 
business models. Operational risks grow exponentially 
and can irreparably damage the brand image, financial 
health and stability of a company. A company with a 
history of profitability and an excellent reputation today 
can disappear tomorrow, whether as a result of a major 
innovation, disruption of the market or a cybersecurity 
attack. Europe, which has been lagging in this digital 
revolution, is now taking steps to catch up, both in 
terms of innovation and agility, and in terms of risk 
prevention. The purpose of this white paper is to make 
you, our clients and partners, aware of the challenges 
of this digital revolution. 

In this ongoing digital revolution, the “headsˮ side, 
the search for agility, acceleration, and innovation,  
is inseparable from the “tailsˮ side, the need to protect, 
secure, anticipate and prevent risks. 
EBRC defined its values using the acronym EARTH : 
Excellence, Agility, Responsibility, Trust, Human. As a 
socially responsible company and a centre of trust, we 
want to make sure that the challenges ahead of our 
companies and our organisations, our countries, the 
European Union, and human civilisation, can be met. 
However, it is important to realise that without trust, 
there will be no digital revolution. 
EBRC fights every day to: 
• help companies meet the challenges of digitalisation in 
terms of agility and breakthrough innovation; 
• while protecting them against the growing threats: 
cybersecurity, data protection and so on. 
Trust in the digital world must be built together and with 
great care.

EBRC, the European digital partner 

DIGITAL NEEDS TRUST

LIVRE BLANC

Construire ensemble un eco-système digital de confiance

Do you have a digital project? 
Is security one of the issues you face? 

Since agility and security are like two sides of the same coin, 
EBRC teams are at your service. 

PARTNERING AND PROTECTING, AT THE SAME TIME 

Contact us via our online form: 
www.ebrc.com/contact



EBRC
5, rue Eugène Ruppert
L-2453 Luxembourg

www.ebrc.com/contact


